¢
&% LOMA LINDA UNIVERSITY
&)
\{ MEDICAL CENTER

VPNAnyConnectUser Guide

For Macand Windows

System Requirements

1 Strong Internet Connection

1 Windows 7 or greatef MAC OS 10.6 or greater

1 SecureAuth OTP client installed on either your computer or mobile dé€Se® SecureAut@TP
installation document for instructions on how to install)

Hyperlinks

Mac- Citrix Installation

Mac- Remote Desktop Installation
Mac- Initial Installation

Mac- Subsequent Use

Mac- Disconnecting Session
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Windows- Citrix Installation

Windows- Remote Desktop Installation
Windows- Initial Installation

Windows- Subsequent Use

Windows- Disconnecting Session
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Disclaimer

Your computeor mobile devicanust have the system requirements listed above to use the VPN access softdedpe.
Desk x48889909-558-8008)can givesuggestions on how to adieededcomponents to youhome computer;
however, these may impact other apgditions you currently haviastalled

Please understand that we cannot be respitnte for your home computer. If Help Desk is unable to help you set up the
VPN, pu may wish to have computévoked at and upgradeldy a PC specialisDocumentation on ha to connect is
provided, but support beyond that is not.



Mac z Citrix Installation

1. If you are planning to use the VPN to access Clinical Applications such as LLEAP or Impax, proceed with this Citrix
installation. If not, skip down to the Remote Degkimstallation below.

2. Navigate tavww.citrix.com Click on théownloadslink at the top of the screen:

CITRIX

Solutions Products Downloads

2. On the next page, select the option foitrix Receiver

Featured Downloads

Citrix Receivera GoToMeeting#
End-user client softwa 30 day free trial

Arracc uniir rnrnnrata annc and Nnlina maoatinne mada oacu

3. Click on thelownload button that shows up on the next page (Note that the version number may differ):

Download Receiver 11.8.2 for Mac

4. You will be prompted to agree to the software license, and then download the Citrix installation file. Once
downloaded, run the file, and follow the on screen prompts todlighe software. If prompted to enter in a work email
or server address, go ahead and pr€ssicebn that window.

Mac z Remote Desktop Installation

1. If you have been assigned a personal computer at the Medical Center and need to remote into ittHfelevgteps.
If not, proceed to the Initial Installation section below.

2. Open the App Store and search fdicrosoft Remote Desktop

3. Click on the~reeoption:

Microsoft Remote Desktop

With the Microsoft Remote Desktop app, you can connect to a remote PC and your work
resources from almost anywhere. Experience the power of Windows with RemoteFX in a
@ Remote Desktop client designed to help you get your work done wherever you are.

.More
What's New in Version 8.0.3

+Choose between custom or OS X native full screen mode
m' «Crash on quit, fixed...
More

4. Click thenstall Appto install the software:

Microsoft Remote Desktop

With the Microsoft Remote Desktop app, you can connect to a remote PC and your work
resources from almost anywhere. Experience the power of Windows with RemoteFX in a
Remote Desktop client designed to help you get your work done wherever you are.

What's New in Version 8.0.3
+Choose between custom or OS X native full screen mode

Install App n +Crash on quit, fixed...

More


http://www.citrix.com/

5. Once the download has completed, navigate te thpplications folder via Launchpad or through the Macintosh HD:

e 0o icrosoft Remote Desktop

) =

nces - Remote Resources  Microsoft RemoteApp

7. IntheConnectionNamé i el d, ent er y o u Mhisdsausuplly gormathing likehMCOXon0a Atse enter
the same hostname in theC Namédield:

©00  Edit Remote Desktops - ) '

2 2

Session  Redirection

Connection name | <Enter PC Name Here>

PC name IMCXXXXXXI ]

Gateway | No gateway configured 3

8. Once completed, close thedit Remote Desktopwindow, and you should now see your computer listed under the

My Desktopss ect i on. Doubl e ddstinanke tostart the ltannectionmp ut er ' s
e 006 Microsoft Remote Desktop

O/ T O

New  Start Edit : Preferences Remote Resources

( 'O\ J'p
My Desktops
MCXXXXXX

9. If aVerify Certificatewindow comes up, click o@ontinue

Verify Certificate

7\ You are connecting to RDP host 'IE'" The certificate was
M M verified through the certificate chain to a self-signed root
j certificate that was present in the message, but that root
A certificate is not a known, trusted root certificate. Your

connection might not be secure, do you want to continue?

Show Certificate Cancel Continue |

10. If successful, a prompt will come up asking you to log into your computer here at work. Log in like you would
normally do when on site.



Mac z Initial Installation

1. Launchthe SecureAutrOTP application so that you can see the six digit authentication code. We will need it later in
this insallation process.

2. Open Safari andnter navigate tohttps://anyconnect.llumc.edu/mc

3. Enter your Medical Centerser name and passwoid the proper fields The 6digit Passcode is the numbbeing
shown by the SecureAuth OTP ajpnce you have entered the information in the corresponding fielldsk lcogn:

A
:Ia‘J Login

Please enter your username, password, and B-digit
passcode (OTP).

Password

G-digit Passcode

4. ClickContinueon the terms of conndin security banner to proceed:
\

This system is for the use of authorized users only.
Individuals using this computer system without
‘authority, or in excess of their authority, are subject to
having all of their activities on this system monitored
and recorded by system personnel. In the course of
monitoring individuals improperly using this system,
orin the course of system maintenance, the activifies
of authorized users may also be monitored.

| Cancel | | Continue |

If you have Javaroceedto step 5 If you do not have Java skip to st

5. AnyConnect will begiohecking the computer statelick yes to allow the Java process totoarthe install if you
clickNo, skip to step 12

alualn - .
e AnyConnect Secure Mobility Client

f§, WebLaunch Attempting to use Java for Installation

Security Warning
Attempting 10 launch the Sun Java applet which is.
o -

Platform Detection | g tally signed by Cisco Systems. In order to properly
download and nstall the plug-in, be supfto click
“Yes™ on the security pop-up.

- Java Detection

6. If the following warning window openslickTrust

Do you want to trust the website “anyconnect.llumc.edu” to
N use the “Java” plug-in?

g@, ) You can manage which websites you trust to use this plug-in inghe
Security pane of Safari preferences.

@ | Never for this Website | [ Trust |

7. If the following Java window openselectRun

Do you want to run this application?

Name: AnyConnect Secure Mobility Client

(i([;\

> Publisher: Cisco Systems, Inc.

Location: https://anyconnect.llumc.edu
This application will run with unrestricted access which may put your
computer and personal infermation at risk. Run this application enly if you
trust the location and publisher above.

|| Do not show this again for apps from the publisher and location above

e More Information


https://anyconnect.llumc.edu/mc

8. If the process above fails to download the installation file, the following screen will come up. Click on the link that
saysMac OS X 10.6+ (Intel)

thalie - ApvConnect Secure Mobility Client

CISCo

’-& WebLaunch Manual Installation

Web-based installation was unsuccessful. If you wish to
install the Cisco AnyConnect Secure Mobility Client,
¥ - Platform Detection you may download an installer package.

Install using the link below:

+/ - Java Detection
Mac OS5 X 10.6+ (Intel

Alternatively, retry the automa stallation.
- Download

Download

9. Locatethe install package iDownloadsand launch it to begin the instalEnter your MAC cdentialswhen

[ NSS! AnyConnect Secure Mobility Client Downloader.
— Downloading AnyConnect Secure Mobility Client 3.1.05152.
ps Please wait...
r Time Left: 4 secs (1.68 MB of 4.80 MB copied)
S Transfer rate: 705 KB/Sec
_— ]

| cancel | [

10. Once the installation is complete, sel&tibse

(] Tis image cannot curenty b diplayed

11. Click the magnifying glass in the menu bar again and look for Cisco AnyConnect. Click on the applgzadion,
AnyConnect Secure Mobility Client

Spotlight

Show All in Finder

Top Hit @ Cisco AnyConnect Secure Mobility Client

Applications & Cisco AnyConnect Secure Mobility Client



12. You will need to type ihttps://anyconnect.llumc.edu/man to the Hank field, then seledConnect

P AnyConnect 1
Secure Mopility Client cisco

VPN:
Ready to connect.

i hnps://bnyconnect.IYumc.edu/mc

*

13. Right click on th€isco Anyconneetpplication in the dock and sele€eep in docko make connectingn the future
easier. This can be done for bd@tisccAnyConnect andegureAuth OTPclients

14. The LLUMC VPN landing page should open automaticaiyur browserIf you would like to use Clinical
Applicationssuch as LLEAP or IMRA®u can click orhe Citrix nFuse link at the top:

Commonly User’ Links

Citrix nFuse

viep

LLEMR

TeamSiteContent Management

LLUMC WebMail

SharePoint Root

LanDesk Web Console

LLEAP Prod (Windows Systems Only)

15. If it does not, open Safaaind type inthe following addresshttp://ctxweb.mc.ad.lluahsc.org

Mac z Subsequent Use

1. To begin the AyConnecprocesslaunch the SA OTdfent if it is not already running. If it is not in your dock, use
the magnifying glass in the menu bar to search for it.

2. dick the magnifying glass in the menu lagain andook for CiscoAnyConnect Click orthe applicationCisco
AnyConnect Secure Mulity Cliert:

Spotlight

Show All in Finder

Top Hit P’iy Cisco AnyConnect Secure Mobility Client

&' Cisco AnyConnect Secure Mobility Client

Applications

3. Ifthe address is not autpopulated in the AnyConnect application, typetie address bar
https://anyconnect.llumc.eduhen press connectnter your Medical Centerser name, passworand the 6digit
passcode generated liie SecureAuth OTP apthen clickOK

Cisco AnyConnect | llumc.edu/me (KEv2)-High-Speed |

n Please enter your username, password, and 6-digit
B passcode (OTP).

Username: User
Password: eees
6-digit Passcode |sesses

Cancel oK



https://anyconnect.llumc.edu/mc
http://ctxweb.mc.ad.lluahsc.org/
https://anyconnect.llumc.edu/

4. ClickAccepton the terms of conndion security banner to proceed:

Cisco AnyConnect - Banner

This system is for the use of authorized users only. Individuals
using this computer system without autharity, or in excess of their
authority, are subject to having all of their activities on this system
monitored and recorded by system personnel. In the course of
monitoring individuals improperly using this system, or in the
course of system maintenance, the activities of authorized users
may also be monitored.

| Disconnect |

5. Wait while the connection is establisfigdncesuccessfulyou will see a@reen check mark in the AnyConnect
application and gold lockover the app in the dock:

AnyConnect alraln
8 0 0 Secure Mobility Client cisco

(0 VPN:
e

Connected to anyconnect.llumc.edu/me (IKEv2)-High-Speed.

~
weonnect. llume.edu IKE High-Spe v Disconnect o
00:00:09 1Pv4
2 ’
[ % U\ é

6. When the connection is establisheghu should see the LLUMC VPN landing page:

Commonly User’ Links

Citrix nFuse

vIP

LLEMR

TeamSiteContent Management
LLUMC WebMail

SharePoint Root

LanDesk Web Console

LLEAP Prod (Windows Systems Qnly)

Mac z Disconnecting Session

1. To disconnect, click on tHaisconnectbutton in the application:

AnyConnect
8 006 Secure Mobility Client

Y 0 VPN:
C to llumc.edu/mc (IKEv2)-High-Speed.

—— anyconnect.llumc.edu/mc (IKEv2)-High-Speed v | Disconnect |

00:00:09 IPv4

2. Anotheroption isto dick theCisco AnyConnect Secure Mobility Cliécdn on the menu bar anselectDisconnect
g » 92 3 Tw
About
Bring AnyConnect to Front
Statistics
Firewall Information

Connect

Disconnect

Quit



Windows z Citrix Installation

1. Before using any clinical applications (LLEAP, IMPAX, etc.), you will need to install the Citrix ICA Client. If you alre:
have the Citrix client installed, skip to the Windowistitial Installation section.

2. Toinstall Citrix open your internet browsand navigate tavww.citrix.com Click on théownloadslink at the top
of the screen:

CITRIX

Solutions Products Downloads

2. On the next page, select the option foitrix Receiver

Featured Downloads

Citrix Receivera GoToMeeting#
End-user client softwdre 30 day free trial
Arraocc uniir ranrnnrata annc and Nnlina maoatinnc mada aacu

3. Click on thelownload button that shows up on the next pagdlote that the version number may differ):

Download Receiver 4.1 for Windows

4. You will be prompted to agree to the software license, and ReiNor SAVEhe Citrix installation file. Once
downloaded, follow the on screen prompts to install the software.

Windows z Remote Desktop Ins tallation

1. If you have been assigned a personal computer at the Medical Center and need to remote into it, follow these steps

2. Windows computers already computers already come with the Remote Desktop application installed. To start using
it, open the startmenu and search fdRemote Desktop Connectioor mstsc.exe

3. Start the application and when prompted, enter in y
[ & Remote Desktop Connection l = 8 )

| Remote Desktop
“»<) Connection

Computer: -
Username:  MNone specified

You will be asked for credentials when you connect.

@ Show Optons t



http://www.citrix.com/

4. When prompted for your credentials, enter in your computer or LLEAP or email username and password:

| | lser name |
| | Password |
!

Damain:

[] Remember my credentials

If acertificate error opens, continue past the error.

Windows z Initial Installation

1. Open Internet Explorer and navigatettips://anyconnect.llumc.edu/md&nter your Medical Center User name and
password.The 6digit Passcode is the number on the token you set up following the docuSemtreAuthOTP
A[LDevices.pdf Once you have entered the information in the corresponding fiellisk lcogin

:Iy Login

Flease enter your usemame, passward, and &-digit
passcode {(OTF)

B-digit Passcode:

2. ClickContinueon the terms of connection security bannerproceed:

This system is for the use of authorized users only.
Individuals using this computer system without
authority, or in excess of their authority, are subject to
having all of their activities on this system monitored
and recorded by system personnel. In the course of
monitoring individuals improperly using this system,
arin the course of system maintenance, the activities
of authorized users may also be monitored.

| Cancel | | Continue |



https://anyconnect.llumc.edu/mc

3. The windows will change and AnyConnect will begin checking the congiatas, clicknstall at the bottom of the

5.

6. Wait while the software is installe® n c e

window:

i i ===

& https.//anyco.. O ~ @ B ¢ || @ nstallation

A

alialn
| cisco

7§ WebLaunch

Platform

/! - Detection

- ActiveX

AnyConnect Secure Mobility Client

Using ActiveX for Installation

Please look at the top of your browser for the information
bar.

‘What's the Risk?

Information Bar Help

To proceed with set up, select "Install ActiveX Control".
If you are prompted to Retry or Cancel, select Cancel.
Continuing in 27 seconds [skip].

from 'Cisco Systems, Inc.".
What's the risk?

This website wants to install the following add-on: 'AnyConny

ct Secure Mobility Client'

Install

,

Mare gptions

Do you want to install this software?

@ Mame: AnyConnect Secure Mobility Client
Publisher: Cisco Systems, Inc.

Clickinstall to install the AnyConnect software:
[

Install

ey

[ ‘while files from the Internet can be useful, this file type can potentially harm
your camputer. Only install software from publishers you trust, what's the risks

If the above download fails, the following screen will come up. To start the download manually, click on the
Windows Desktogink:

]
cisco

AnyConnect Secure Mobility Client

f$ WebLaunch

Platform
" Detection

+ -.Java Detection

- Download

Manual Installation

Web-based installation was unsuccessful. If you wish to
install the Cisco AnyConnect Secure Mobility Client,
you may download an installer package.

Install using the link belo

Windows Desktop

Alternatively, refry the autoWgatic installation.

compl et e,

t

shoul

d

aunch

t he

navigateto your Startmenu, click orAll Programsor All Applications navgiate to theCiscdfolder, and then click on
Cisco Anyconnect Secure Mobility Client

I I‘hlll\.’lIIEJ"‘||’.P’.P3

. Cisco

. Cisco AnyConnect Secure Mobility €
{'E Cisco AnyConnect Diagnostics a
'ﬁs‘ Cisco AnyConnect Secure Mobi

T itriv



7. If the connection is not establistutomatically, you will see the AnyConnect box in the lower right coiffez.box
will most likely be empty. You will need to typehittips://anyconnect.llumc.edu/man to the blank field, then select
Gonned:

W ven
é Ready to connect.
anyconnect lumc.edufme {IKEwZ2)-| -

8. You will be prompted for your user name, password anelggé passcode
@ Cisco AnyConnect | anEonnect.llumc.edufmc

Flease enter yvour username, password, and 6-digit
passcode (OTP),

Usernarne:
Password:

&-digit Passcode

9. You will need to clickontinue on the security banner:

This system is for the use of authorized users only.
Individuals using this computer system without
authaority, or in excess of their authority, are subjectto
having all of their activities on this system monitored
and recorded by system personnel. In the course of
monitoring individuals improperly using this system,
or in the course of system maintenance, the actiyities
of authorized users may also be monitored.

Cancel Continue

10. When a successful connection is established, you will see the followingeloyour system tray

Cisco AnyConnect Secure Mobility Client
VPN: Connected

11. The LLUMC VPN landing page should open automatically in your browser. If you would like to use Clinical
Applicationssuch as LLEAP or IMPAX, you can click on the Citrix nFuse link at the top:

Commonly User’ Links

Citrix nFuse

vIP

LLEMR

TeamSiteContent Management
LLUMC WebMail

SharePoint Root

LanDesk Web Console

LLEAP Prod (Windows Systems Qnly)

12. If it does not, open Internet Explor@nd type inthe following addresshittp://ctxweb.mc.ad.lluahsc.org



https://anyconnect.llumc.edu/mc
http://ctxweb.mc.ad.lluahsc.org/

Windows z Subsequent Use

7. To Start AnyConnect, click tlartbutton, selectAll Programsselect theCiscoprogram folder, then selecfisco
AnyComect Secure Mobility Client

Cisco

. Cisco AnyConnect Secure Mobility Clier
fﬁ Cisco AnyConnect Diagnostics and |
% Cisco AnyConnect Secure Mability ¢

m

8. The following window will open. Clionnectto begin:

If5) Cisco AnyCon = S |
——

Ready to connect.
anyconnect lumc.edufme {IKEw2)-| =
—

9. Enter your M_gglical Center credentials and thdigit passcode (OTP) generated by the SecureAutheF:P

Cisco AnyConnect | an nnnectllumt.adwmc...g

Please enter wour username, password, and &-digit
passcade (OTP).

Username:
Passward:

&-digit Passcode

10. ClickAccepton the terms of connection security banner to proceed

Cisco AnyConnect - Banner

This system is for the use of authorized users only. Individuals
using this computer system without authority, or in excess of their
authority, are subject to having all of their activities on this system
monitored and recorded by system personnel. In the course of
monitoring individuals improperly using this system, or in the
course of system maintenance, the activities of authorized users
may also be monitored.

| Disconnect |

11. Wait whilethe VPN connection established:

———

@ e
Establishing YPM session. ..
anyconneck, lumc, edu/me {IKEvZ)-+ Conneck




12. When the connection is establishegyu should see the LLUMC VPN landing page

Commonly Uses’ Links

Citrix nFuse
VIP
LLEMR

TeamsSiteContent Management

LLUMC WebMail

SharePoint Root

LanDesk Web Console

LLEAP Prod (Windows Systems Only)

Windows z Disconnecting Session
1. Click theCisco AnyConne@&ecure Mobility Clienicon on the Status bar and then click\ RN Disconnect

Open AnyConneck
w Show Connection Notices

PN Disconneck

Customize. .,

() wmisem M

2. An alternate method to disconnect would be to click on Bieconnectutton:

& Cisco AnyConnect Secure Mobility Clienk

O YPN:
é Connected to anyconnect. lumc. edufme (IKEvz)-High-Speed.
~— Jarvyconnect ume. edugme (IKEV2)+|j Disconneck |

00:45:05




